
Risk Management and Impact Assessment in the Processing of 
Personal Data

Roadmap to ensure compliance with data protection regulation

GDPR compliance of processing that embed Artificial Intelligence

Regulation (EU) 2022/868 on European data governance

Proposal for a Regulation (EU) laying down harmonised rules on artificial 
intelligence (Artificial Intelligence Act)

REFERENCE MAP

PERSONAL DATA PROCESSING THAT EMBED ARTIFICIAL INTELLIGENCE (AI)

Prior consultation to the the supervisory authority

AEPD advisory power (instrucción 1/2021 – only in Spanish)

Data Protection Authorities and procedural provisions

Automated individual decision-making and Profiling 

Guidelines on Automated individual decision-making and Profiling for 
the purposes of Regulation 2016/679 - EDPB

10 Misunderstandings about Machine Learning

Biometrics
Guidelines 05/2022 on the use of facial recognition technology in 

the area of law enforcement – EDPB

Guidelines on Facial Recognition – Council of Europe

14 misunderstandings with regard to biometric identification and 
authentication – EDPS/AEPD

Recommendation on the Ethics of Artificial Intelligence – UNESCO

Guide to Algorithmic Auditing – Éticas Consulting

Risk Management

Guidelines for Data Protection by Default

A Guide to Privacy by Design

Guidelines on Personal Data Breach Notification

Audits

Audit Requirements for Personal Data Processing Activities 
involving AI

LEGAL FRAMEWORK

RISK MANAGEMENT AND IMPACT ASSESSMENT

SPECIFIC PROCESSING

Labor relations
Work-related algorithmic information (only in Spanish)

BEYOND PERSONAL DATA PROTECTION

Developed in collaboration with Carmen Cabanillas (ASTIC), Sara Degli-Esposti (IFS-CSIC), Juan José Escribano 
(OdiseIA), Gemma Galdón (Eticas Research and Consulting SL), Agustín Morales (CDTI), Rafael Pastor (UNED).

https://www.aepd.es/es/documento/risk-management-and-impact-assessment-in-processing-personal-data.pdf
https://www.aepd.es/es/documento/roadmap-ensure-compliance-data-protection-regulation.pdf
https://www.aepd.es/sites/default/files/2020-07/adecuacion-rgpd-ia-en.pdf
https://eur-lex.europa.eu/legal-content/EN/TXT/?qid=1666254648357&lang1=EN&from=ES&uri=CELEX%3A32022R0868&lang3=choose&lang2=choose&_csrf=adc6174f-67bc-40eb-834f-c60b4863631e
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A52021PC0206
https://www.boe.es/diario_boe/txt.php?id=BOE-A-2021-18134
https://ec.europa.eu/info/law/law-topic/data-protection/reform/what-are-data-protection-authorities-dpas_en
https://www.aepd.es/sites/default/files/2019-12/wp251rev01-en.pdf
https://www.aepd.es/es/documento/10-misunderstandings-machinelearning-en.pdf
https://edpb.europa.eu/our-work-tools/documents/public-consultations/2022/guidelines-052022-use-facial-recognition_en
https://rm.coe.int/guidelines-on-facial-recognition/1680a134f3
https://www.aepd.es/sites/default/files/2020-06/nota-equivocos-biometria-en.pdf
https://www.unesco.org/en/articles/unesco-member-states-adopt-first-ever-global-agreement-ethics-artificial-intelligence
https://eticas.tech/wp-content/uploads/2022/09/Guide-to-Algorithmic-Auditing-English-Final-ALL-MZ-version-7.pdf
https://www.aepd.es/sites/default/files/2020-10/guia-proteccion-datos-por-defecto-en.pdf
https://www.aepd.es/es/documento/guia-privacidad-desde-diseno_en.pdf
https://www.aepd.es/es/documento/guidelines-personal-data-breach.pdf
https://www.aepd.es/sites/default/files/2021-01/requisitos-auditorias-tratamientos-incluyan-ia-en.pdf
https://www.lamoncloa.gob.es/serviciosdeprensa/notasprensa/trabajo14/Documents/2022/100622-Guia_algoritmos.pdf

